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a third-party, component of
|that software.
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Russ Cox. 2025.
Fifty Years of Open Source Software Supply Chain Security
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vulnerabilities.

Russ Cox. 2025.
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Transparency Logs
Version Pinning

Tag Protection
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Scans
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https://www.redhat.com/en/resources/software-supply-chain-security-report-overview
https://www.sonatype.com/state-of-the-software-supply-chain/2023/software-supply-chain-maturity
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Biggest challenges for 0SS
Software Supply Chains
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Vulnerability and patch ¢ Insufficient visibility of : Trustworthiness of : Short upstream : Lack of in-house skills
management . software dependencies . software source* . security maintenance/ : and experience
¢ or software supply chain : support periods :



https://ubuntu.com/engage/2025-state-of-software-supply-chain
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https://github.com/ossf/s2c2f
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Minimum OSS
Governance Program

* Use package managers
[ING-1)

* Local copy of artifact
[ING-2)

« Scan with known vulns
[SCA-1]

« Scan for software licenses
[SCA-2)

* Inventory OSS [INV-1]

* Manual OSS updates
[UPD-1]

Level 2

Secure Consumption
and Improved MTTR

« Scan for end of life
[SCA-3]

* Have an incident
response plan [INV-2]

+ Auto OSS updates

[UPD-2]

« Alerts on vulns at PR time
[UPD-3]

+ Audit that consumption
is through approved
ingestion method
[AUD-2]

+ Validate integrity of OSS
[AUD-3]

+ Secure package source
file configuration [ENF-1)
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Malware Defense and
Zero-Day Detection

« Deny list capability

[ING-3]

+ Clone OSS source [ING-4)
+ Scan for malware [SCA-4]

+ Proactive security reviews

[SCA-5]

+ Enforce OSS provenance

[AUD-1]

+ Enforce consumption

from curated feed
[ENF-2]

Advanced Threat
Defense

Validate the SBOMs of
0SS consumed [AUD-4]

Rebuild OSS on trusted
infrastructure [REB-1]

Digitally sign rebuilt OSS
[REB-2)

Generate SBOM for
rebuilt OSS [REB-3]

Digitally sign protected
SBOMs [REB-4]

Implement fixes [FIX-1]

s2c2f
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https://pbom.dev/#overview
https://pbom.dev/#overview
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