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Software Supply Chain Attack

Insertion of nefarious code 

into trusted software before 

delivery.
Russ Cox. 2025. 

Fifty Years of Open Source Software Supply Chain Security



Software Supply Chain Vulnerability

An exploitable weakness in 

trusted software caused by 

a third-party, component of 

that software.
Russ Cox. 2025. 

Fifty Years of Open Source Software Supply Chain Security



Software Supply Chain Security

The engineering of defenses 

against software supply 

chain attacks and 

vulnerabilities.
Russ Cox. 2025. 

Fifty Years of Open Source Software Supply Chain Security
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Source Build Delivery

Software Supply Chain Security
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Security Maturity Model

RedHat / Sonatype

https://www.redhat.com/en/resources/software-supply-chain-security-report-overview
https://www.sonatype.com/state-of-the-software-supply-chain/2023/software-supply-chain-maturity
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IDC Survey, Q4 2024 by Canonical/Google

Biggest challenges for OSS 
Software Supply Chains

https://ubuntu.com/engage/2025-state-of-software-supply-chain
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Consumption Framework

OpenSSF / Microsoft

https://github.com/ossf/s2c2f


Ingest Inventory

Update Enforce

Audit Scan
Rebuild Fix+Upstream



 

s2c2f

https://github.com/ossf/s2c2f


SLSA

https://slsa.dev/


Open Software Supply 
Chain

Attack Reference (OSC&R)

https://pbom.dev/#overview
https://pbom.dev/#overview
https://pbom.dev/#overview
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